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Abstract- With the growth of IoT networks, secure
authentication is becoming increasingly important, especially
in resource-limited environments. Traditional cryptographic
methods rely on stored keys, which are vulnerable to physical
attacks. This project proposes a hardware-based
authentication system using Physical Unclonable Functions
(PUFs), which generate unique, device-specific keys,
eliminating the need for externally stored secrets. The system
integrates homomorphic encryption to ensure data
confidentiality while allowing computations on encrypted
data. Authentication uses a challenge-response mechanism,
with the server verifying the device's identity using PUF-
generated responses. To ensure reliability despite
environmental factors, an error correction unit is included.
Additionally, a dynamic key management system periodically
refreshes keys to prevent replay and side-channel attacks. The
architecture consists of PUF-enabled IoT devices, a central
authentication server, and a secure communication channel
using lightweight cryptographic protocols. Prototyping with
FPGA or ASIC, real-time IoT testing, and optimization for low-
power applications will be conducted. Performance will be
evaluated based on authentication speed, security, and
scalability, aiming to develop a robust and tamper-resistant
solution for IoT and critical infrastructure applications.
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1. INTRODUCTION

With the increasing adoption of IoT and embedded
systems, ensuring secure authentication has become
essential. Traditional security methods rely on stored
cryptographic keys, making them susceptible to physical
attacks and unauthorized access. Moreover, resource-
constrained IoT devices require an authentication
mechanism that is both lightweight and resistant to
security threats.

Physically Unclonable Functions (PUFs) provide a
hardware-based approach to authentication by utilizing
inherent variations in semiconductor fabrication to
generate unique device-specific responses. Unlike
conventional methods, PUFs eliminate the need for
externally stored keys, reducing the risk of tampering and
cloning.

This project implements a PUF-based authentication system
using Xilinx software for simulation and testing. A
challenge-response mechanism is employed, where the
authentication server verifies the device’s identity based on
its PUF-generated responses. To enhance security and
reliability, an error correction module compensates for
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environmental variations, and a dynamic key management
system periodically updates cryptographic keys to prevent
replay and side-channel attacks.

The proposed system consists of PUF-enabled IoT devices, a
central authentication server, and a secure communication
channel using lightweight cryptographic protocols. By
leveraging Xilinx tools for hardware implementation and
real-time testing, the project aims to develop an efficient,
tamper-resistant authentication framework suitable for
applications in IoT security, smart grids, and industrial
automation.

2. Background and Related Work

2.1 Physically Unclonable Functions (PUFs)

PUFs utilize unpredictable hardware variations
introduced during the manufacturing process to generate
device-specific responses. These responses form the basis
of a challenge-response authentication mechanism.
Various PUF architectures exist, including SRAM PUFs,
Arbiter PUFs, and Ring Oscillator PUFs, each with distinct
security and performance characteristics.

PUFs are designed to be lightweight and efficient, making
them ideal for secure authentication in resource-
constrained environments like Internet of Things (10T)
devices, embedded systems, and cryptographic
applications. The uniqueness of a PUF arises from
uncontrollable physical properties such as variations in
circuit delay, transistor threshold voltages, and process-
induced randomness during fabrication.

Unlike traditional cryptographic methods that rely on
stored secret keys, PUFs generate cryptographic responses
dynamically, reducing the risk of key exposure, cloning,
and tampering. The Challenge-Response Pair (CRP)
mechanism forms the core of PUF-based authentication,
where each challenge (C) produces a unique response (R)
based on the device’s physical characteristics.

2.2 Authentication Challenges in IoT

Security threats in IoT devices include key extraction, replay
attacks, and side-channel exploits. Conventional
cryptographic approaches rely on complex key management
systems, which are impractical for low-power devices. PUF-
based authentication mitigates these issues by eliminating
stored keys and dynamically generating cryptographic
responses.
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2.3 Security Challenges and Mitigation Strategies

Although PUFs offer a strong and efficient authentication
method, they still face security risks. Different attack
techniques exploit vulnerabilities in various PUF designs.
This section highlights key security challenges and
strategies to mitigate them.

2.3.1 Security Challenges in PUF Implementations

PUFs face several security challenges that require effective
countermeasures. Machine learning attacks exploit
collected challenge-response pairs (CRPs) to model PUF
behavior, which can be mitigated by using controlled PUFs,
obfuscation techniques, and randomized challenge
selection. Environmental variations, such as temperature
fluctuations and voltage changes, can impact response
reliability; applying Error Correction Codes (ECCs) and
Fuzzy Extractors ensures consistent authentication. Side-
channel attacks leverage power consumption,
electromagnetic emissions, or timing differences to infer
responses, which can be countered by noise injection,
power balancing, and shielding. Replay and man-in-the-
middle attacks occur when previously intercepted CRPs
are reused for unauthorized access, but nonce-based
challenge mechanisms and time-sensitive authentication
prevent this. Lastly, physical and cloning attacks attempt
to extract PUF structures through invasive techniques,
which can be deterred using protective layers, hardware
obfuscation, and self-destructive mechanisms upon
tampering attempts.

3.Implementation of Algorithm
3.1 Homomorphic Encryption Algorithm

Homomorphic encryption (HE) is a cryptographic
technique that allows computations to be performed on
encrypted data without requiring decryption. This
property is highly useful in PUF-based authentication
systems, where sensitive challenge-response pairs (CRPs)
need to be stored securely while enabling verification
without direct exposure.

For secure authentication using PUFs, the BFV
(Brakerski-Fan-Vercauteren) Homomorphic Encryption
scheme can be effectively utilized. The BFV algorithm is a
partially homomorphic encryption scheme that supports
addition and multiplication operations on encrypted data. It
ensures data privacy while allowing computations
necessary for authentication verification.

Hyperparameter tuning is conducted to find the optimal
learning rate, batch size, and number of epochs.
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3.2 Hardware and Software Setup

The proposed authentication system is implemented
using:

Xilinx FPGA: Used for PUF circuit design and testing.

Xilinx Vivado: Utilized for simulation and verification of
PUF responses.

Python and MATLAB: Employed for data analysis and
performance evaluation.

4.0BJECTIVES AND METHODOLOGY
4.1 Objectives

The primary goal of this project is to develop a secure and
efficient authentication system using Physically
Unclonable Functions (PUFs).

The key objectives include:

1. Enhancing Authentication Security: Utilize PUF-
based challenge-response mechanisms to ensure
unique and tamper-resistant authentication.

2. Mitigating Security Threat: Implement techniques
to counteract machine learning attacks, side-
channel threats, and physical tampering attempts.

3. Ensuring Reliability: Incorporate error correction
methods to maintain authentication accuracy
despite environmental variations such as
temperature and voltage changes.

4. Optimizing for Lightweight Devices: Develop an
authentication framework suitable for resource-
constrained environments like IoT devices,
ensuring minimal power and computational
overhead.

5. Preventing Replay and Cloning Attacks: Design
dynamic key management and nonce-based
challenge mechanisms to prevent unauthorized
access through captured challenge-response
pairs.

6. Performance Evaluation: Assess the system’s
security, speed, and scalability to ensure it meets
real-world authentication requirements while
maintaining efficiency.

This project aims to establish a robust and future-proof

authentication system leveraging the inherent uniqueness
of PUFs for hardware-based security solutions.
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4.2 Proposed Methodology

The proposed methodology follows a systematic
approach to implementing PUF-based authentication,
ensuring secure and efficient device verification.

1. Enrollment Phase:

e During the enrollment phase, the device
undergoes a Challenge-Response Pair
(CRP) process where predefined
challenges are sent, and corresponding
responses are recorded.

e These responses form a unique hardware
identity for the device, ensuring secure
future authentication.

2. Secure Data Storage:

e The collected challenge-response pairs
are stored in a protected database using
cryptographic  techniques such as
homomorphic encryption, ensuring data
confidentiality and integrity.

3. Authentication Process:

e The authentication server sends a
random challenge to the device.

o The device generates a response based on
its unique PUF characteristics.

e The server compares the received
response with the stored CRP database.

o Ifthe response matches, authentication is
successful; otherwise, access is denied.

4. Error Correction Mechanism:

e Environmental factors such as
temperature and voltage fluctuations
may affect PUF responses.

o To ensure reliability, an error correction
unit (e.g., BCH or Reed-Solomon codes) is
integrated to correct minor variations in
responses.

5. Dynamic Key Management:

e To prevent replay and side-channel attacks,
the system  periodically refreshes
cryptographic keys by generating new
challenge-response pairs.

o This ensures that previously intercepted
challenges cannot be reused for
unauthorized access.
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PROPOSED WORK MODULES
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The proposed methodology aims to establish a secure
authentication system using Physically Unclonable
Functions (PUFs). PUFs leverage the inherent hardware
variations in integrated circuits (ICs) to generate unique
responses for authentication. The methodology follows a
structured approach for device enrollment, response
recording, and secure verification.

The methodology consists of several key steps:

1. Device Initialization - The authentication
process begins with the initialization of the
device, ensuring that it is prepared for the
enrollment phase. The device is checked for its
allocation in the enrollment phase before
proceeding further.

2. Enrollment Phase - If the device is in the
enrollment phase, it undergoes a Challenge-
Response Pair (CRP) process, where predefined
challenges are issued, and the corresponding
device responses are collected.
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3. Secure Databases - The collected responses are
securely stored in a protected database to ensure
they remain confidential and unaltered.
Encryption and cryptographic security measures
can be implemented to safeguard the integrity of
the stored data.

4. Verification Process - During the authentication
phase, the system retrieves the stored CRPs and
compares them with the real-time responses
generated by the device. If the responses align with
the pre-recorded data, authentication is successful.
Otherwise, access is denied due to verification
failure.

5. Secure Communication Establishment - Once
authentication is successfully completed, a secure
communication link is established between the
verified device and the system. This encrypted
connection ensures safe data transmission and
protects against potential security threats or
unauthorized access.

5. CONCLUSIONS & FUTURE WORKS

This research presents a secure and efficient
authentication framework using PUFs, eliminating the
need for stored cryptographic keys. By leveraging
hardware-level security, the system enhances
protection against cloning and side-channel attacks.
Future work will focus on optimizing PUF architectures
for even lower power consumption and integrating
machine learning techniques for adaptive security
improvements.

The lightweight homomorphic encryption scheme was
able to assure data security, at a low computational
cost, achieving an average latency reduction of 15-20%,
when compared to traditional encryption schemes. The
hardware resource consumption was maximized with
the use of approximately 60% LUTs, 45% FFs, and
about 30% BRAMs, on Xilinx Spartan-7 FPGA platform,
while power consumption was suitable for loT devices.
The security analysis confirmed the resistance of the
system against future attacks, such as replay attacks
and machine learning-based PUF modelling as it shows
reliability under real deployment conditions.
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